NATO UNCLASSIFIED

Terms and Conditions

Access to and use of this SharePoint Portal (hereafter referred to as "this Site") is provided by
NATO on the following terms, which apply to all users of this Site:

You agree to use this Site only for lawful purposes and in a way that does not infringe the
rights of, restrict or inhibit anyone else’s use of this Site. Prohibited behaviour includes
harassing or causing distress or inconvenience to any person, transmitting obscene or
offensive content, or disrupting the normal activity of this Site.

NATO is not able to guarantee that information contained on, or available via, this Site will
remain current or accurate. You should not rely on any such information being available
or current; any arrangements between you and any other person, using or named on this
Site is entirely at your risk and responsibility.

Information contained in or accessible via this Site changes on a regular basis. NATO
may make improvements or alterations to this Site at any time and without notice.

If any links to other websites appear on this Site, NATO accepts no responsibility or
liability for the content of that website (whether under our control or otherwise). Any link is
not intended to be, nor should be construed as, an endorsement of any kind by us.

Should we link to other websites we will try to make it as clear as possible that you are
leaving this Site. It is your responsibility to check the terms and conditions and privacy
policy on any other website that you visit.

We do not guarantee that:
¢ use of this Site will be compatible with all hardware and software,
o use of this Site will be uninterrupted or error or virus free,
¢ use of this Site will deliver any specific outcome for its users, or that defects will be
corrected

Even if we are scanning and checking for viruses, you must take appropriate steps to
ensure that you regularly check your devices for viruses when using this Site, as for any
other site.

We make no statement about the suitability of the content, information and services
contained on, or accessed via, this Site. All warranties, terms and conditions in this
regard, including all warranties, terms and conditions implied by statute or otherwise, of
satisfactory quality and fitness for purpose are excluded to the fullest permitted by law.
For the avoidance of doubt this includes materials accessed via links to websites
(including home pages, web pages or documents they contain) operated by third parties
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Authentication and Information Access

+ Some NATO UNCLASSIFIED information contained on this Site is only available for
official NATO purposes and only registered and authenticated users may have access to
such information.

* As "Registered User" you may not copy, reproduce, republish, disassemble, decompile,
reverse engineer, download, post, broadcast, transmit, make available to the public, or
otherwise use NATO content in any way except for your own personal, official, and non-
commercial use.

* The password expiration is set to six months. Users are strongly encouraged to frequently
change it, without waiting for the expiration date.

* The user’s credentials (username and password) are strictly personal and shall not be
passed to other persons or shared within a group of people.

+ Deviations from the above security operating statements are not accepted.

* Any user’s activity will be monitored and logged for frequent analysis of information
security aspects and NATO may withdraw access to a specific account without prior
notice.

* When you are finished doing your business within this Site it is your responsibility to
properly close the connection set up between your Internet browser and this Site to avoid
abuse by malicious persons:

e First by logging out: Click on the link “Click here to Sign out”
¢ Second by clearing the browser cache
e Third by closing your Internet browser.
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